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Credentials for HingePoint Sync

and adding new users from the portal
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Create Procore credentials.

HingePoint Sync service uses Procore Service Account to configure webhooks for all projects and sync
content from different systems (Windows and SharePoint) to Procore.

The articles from below described how to create and assign permissions for Procore Service Account.

Create Service Account in the Procore Organization

The article from below described how to create Procore Service Account

https://support.procore.com/products/online/user-guide/company-level/admin/tutorials/create-
service-account

1. Open your Procore Company (https://app.procore.com/) and select Admin in Company Tools:

L I _ HingePoint Compary Tools
HingePoint Select a Project

Core Tools

Portfolio
Directory
Reports
Documents
Admin

Permissions
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2. Select Service Account in the right navigation pane:

COMPANY SETTINGS

I Account Information
App Management
Certification Analytics
Cost Code
Cost Types
Expense Allocations
General Settings

Root Cause Analysis

Service Accounts

3. Select New:

COMPANY SETTINGS

Account Information
App Management
Certification Analytics
Cost Code

Cost Types

Expense Allocations
General Settings

Root Cause Analysis

I Service Accounts
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4. Select Custom and fill the name for Service Account (HingePoint-Sync). Select Create:

SERVICE ACCOUNT INFORMATION

App Type Marketplace (O

Name I HingePoint-Sync I

5. Service Account created:

HINGEPOINT-SYNC-HINGEPOINT

Warning
This is the only time you will be able to view your Client Secret. Please save it securely for client authentication.

Client 1D 32t4fgaubhtgretghre
Client Secret asdfsrfeaesdrfgesri
App Name Custom

Note: Please save ClientID and Client Secret in the secure password storage. You cannot find the Client
Secret after you create the app only by regenerating a new Secret.

Create Permissions template

1. Open your Procore Company (https://app.procore.com/) and select Permissions in Company
Tools:

L I . HingePoint Company Tools
HingePoint Select a Project Portfolio

Core Tools

uments
Admin

Permissions
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2. Select Project Permissions Template and Select Project (Global) — Assignable to All Projects:

I Project Permissions Templates I Reporting - 4+ Create Project Permissions Template =

IProJ'ect (Global) - Assignable to All Prnjectsl

3. Specify the name for permissions template and select Confirm:

Create Global Permissions Template x

HingePoint-Sync- Prnjectsl

4. Select permissions from the screenshot (all other permissions can be left):

Cancel

Permissions Tools None Read Only Standard Admin
Core Tools
Admin (o]
Directory o
Documents o
Home o
Reports (o]
Tasks (o]

Project Management
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5. Select Save:

HingePoint-Sync-Projects

Edit Template Manage Assignable Templates Manage Users

Cancel

Permissions Tools None Read Only Standard Ad-

Save & Return to Project

Permissions
Core Tools

6. Select Manage Assignable Templates tab and select our template. Select Save:

HingePoint-Sync-Projects

I (@ select the template(s) that members of this template can assign to user(s) for one or more projects.

B Project Permissions Temolates s Adiveusens Inactive Users Project# Project
Architect/Engineer - External 0Users OUsers  Globa Assignt
Foreman/Superintendent - Internal 0Users OUsers  Globa! Assign t

HingePoint-Sync-Projects 0Users OUsers  Globa! Asvgrito any projict

Assign Permissions Template for Service Account

1. Open your Procore Company (https://app.procore.com/) and select Permissions in Company
Tools:

L ) HingePoint Company Tools
HingePoint Select a Project Portfolio

Core Tools

ments

Admin

Permissions
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2. Onthe User Permissions tab select our Service Account created in the topic above and select
Assign Default Project Permissions:

Permissions | User Permissions | Comy

HingePoint-Sync x Q Add F
User
Actions = hingepoint-sync-hinge

Assign Company Permissions

Assizgn Default Project
Permissions

3. Select Assign for template that was created in topic above:

User Permissions  » Assign Default Project Permissions

Assign Default Project Permissions

@ Assign users a Default Project Permissions Template.

Project Permissions Templates =
Assizn Architect/Engineer - External
Assign Foreman/Superintendent - Internal
Bssizn HingePoint-Sync-Projects
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4. Select Confirm:

A Are you sure you want to assign this template? X

1 user will be assigned to the HingePoint-5ync-Projects permission
template.

* hingepoint-procore-sync-hingepoint
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Assign permissions for Service Account in the Procore.

The articles from below described how to assign permissions for Procore Service Account

https://support.procore.com/products/online/user-guide/company-level/admin/tutorials/configure-
service-account-permissions

1. Open your Procore Company (https://app.procore.com/) and select Directory in Company Tools:

L | HingePoint Compary Tools

HingePoint Select a Project

Core Tools

Portfolio
Directory
Reports
Documents
Admin

Permissions
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2. Find Service Account that was created in the previous topic and select Edit:

& COMPANY DIRECTORY Users Contacts Companies Distribution Groups

Inactive Users

HingePaint-Sync x | Q| Groupby Add Filter -

Displaying 1-3of 3

v [ Name | Email / Phone / Fax

v [ | NoCompany

O I Wiew H hingepoint-sync-hingepoint hingepoint-sync-hingepoint-2f4baB01l@procore.com

3. Provide access to new projects if you plan sync new projects:

I New Project Settings I

- Wone Select Default Template Configure Templates

Add hingepoint-sync-hingepoint to all new projects in HingePoint

[ Allow hingepoint-sync-hingepoint to create new projects (hingepoint-sync-hingepoint will have full administrative access to any projects that they create)

4. Add all current projects to the access list or add only those projects that plan to sync::

Current Project Settings
hingepoint-sync-hingepoint currently has access to the following projects:

ProjectNumber  Project Name A Current Permission Template
Projects hingepoint-sync-hingepoint Does Not Belong To I Add Al I
Project Number | Project Name & Current Permission
Template
Current Project Settings
hingepoint-sync-hingepaint currently has access to the following projects:

ProjectNumber  Project Name ¥ Current Permission Template

Sandbex Project HingePoint-Sync-Projects.

Change Template  ©

5. Select Save:

Cancel Save And Send Invitation To Procore
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SharePoint Credentials

HingePoint Sync service uses SharePoint App-Only for event receivers activation and sync content from
different systems (Windows and Procore) to SharePoint.

The article below described how to create and assign permissions for SharePoint App-Only.

https://docs.microsoft.com/en-us/sharepoint/dev/solution-guidance/security-apponly-
azureacs#setting-up-an-app-only-principal-with-tenant-permissions

App registration

1. Open https://your tenant name-admin.sharepoint.com/_layouts/15/appregnew.aspx (for ex.
https://hingepoint-admin.sharepoint.com/_layouts/15/appregnew.aspx).

2. Generate ClientID and Client Secret and fill the Title, App Domain and Redirect URL using values
from below. Select Create:

Title: HingePoint-Sync

App Domain: www.localhost.com

Redirect URL: https://www.localhost.com

App Client Id:

Information  |70ff0c20-83e0-4¢27-3af8-532ebffE5088
Th 's
e ane Generate
information,

including app Client Secret:

id, secret,

GhhlWAKZZ /22 9pyEyU2EfgHaxDPco+85:
title, hosting
url and Generate

redirect ur

Title:

HingePoint-Sync
App Domain:
www.localhost.com
Example: "www.contoso.com”
Redirect URI:

https://www.localhost.com/default.aspx

"https:/fwww.contoso.com/default.aspx”

3. Select Ok in the next screen.

Note: Please save Client ID and Client Secret in the secure password storage. You can not get Client
Secret after you create the app only by creating the new app.
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Assign permissions for Tenant Wide (for all sites in the tenant)

1. Open SharePoint Admin Center and use this link to assign permissions the app https://your
tenant name-admin.sharepoint.com/_layouts/15/appinv.aspx (for ex. https://hingepoint-
admin.sharepoint.com/_layouts/15/appinv.aspx).

2. PutClient ID from previous topic to App Id and select Lookup (other fields should be auto

populated):
App Id App Id:
and Title Toff0c20-8320-4c27-aafd

The app’s
identity and
its title. Title:

HingePoint-Sync
App Domain:

www.localhost.com

Example: "www.contosc.com”

Redirect URL:

https:/ fwww.localhost.com/default.aspx

—rTET

"https:/fwww.contoso.com/default.aspx”

3. Put below settings to Permission Request XML:
<AppPermissionRequests AllowAppOnlyPolicy="true">
<AppPermissionRequest Scope="http://sharepoint/content/tenant" Right="FullControl" />
</AppPermissionRequests>

Permission Request XML:

<AppPermissionReguests
AlgwARpOnyPeligr="ruc">
<AppPermissionReguest
Scope="http://sharepoint/content/tenant
" Right="FullContral” />
</BppPermissionRequests>

4. Select Create and Trust It in the next screen:

Do you trust HingePoint-Sync?

Let it have full control of all site collections.
Let it share its permissions with other users.

Let it access basic information about the users of this site.

HingePoint-Sync
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Assign permissions for Site Wide (for a particular site)

1. Open target SharePoint site and use this link to assign permissions the app https://your tenant
name.sharepoint.com/sites/your site/_layouts/15/appinv.aspx (for ex.
https://hingepoint.sharepoint.com/sites/HingePointSync/_layouts/15/appinv.aspx).

2. PutClient ID from previous topic to App Id and select Lookup (other fields should be auto
populated):

App Id

I TOH0c20- 83@3-4:2?-2&1 Lookup

Title:
HingePoint-5Sync
App Domain:
www.localhost.com
Example: "www.contoso.com”
Redirect URL:

https:/fwww.localhost.com/defaultasp:

ERaTpIE: ey T Co oo conmy aeraoaspy”

3. Put below settings to Permission Request XML:

<AppPermissionRequests AllowAppOnlyPolicy="true">
<AppPermissionRequest Scope="http://sharepoint/content/sitecollection"
Right="FullControl" />

</AppPermissionRequests>

Permission Request XML:

<AppPermissionReguests
AllowAppOnlyPolicy="true"=
<AppPermissionRequest
Scope="http://sharepoint/content/sitecall
ection”

Right="FullControl" /=
</AppPermissionReguests=

4. Select Create and Trust It in the next screen:

Do you trust HingePoint-Sync?

Let it have full control of all site collections.
Let it share its permissions with other users.

Let it access basic information about the users of this site.

HingePoint-Sync
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Add additional users from management portal.
1. Login to HingePoint Sync service management portal as using company administrator account.

2. Select Users in the Navigation Menu

|
HingePoint

Project Management

Integrations

Analytics

Accounts

About

Contoct

3. Select Create New:

Show 10 entries

Name + Role User Email Status
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4. Fill all fields in the from and select User role:

Create New User

First Name *

Last Name *

User Email *

Role *

Bryce

Finnerty

brycefinnerty@hingepoint.com

User

5. Select Save:

Create New User

First Name *
Bryce

Last Name *
Finnerty

User Email brycefinnerty@hingepoint.com

Role *
User
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